
MEMORANDUM OF AGREEMENT

BETWEEN THE DEPARTME,NT OF HOMELAND SECURITY,
U.S. CITIZENSHIP AND IMMIGRATION SERVICB,S

AND
THE WYOMING SECRETARY OF STATE

REGARDING PARTICIPATION IN THE, SAVE PROGRAM FOR
VOTER REGISTRATION AND VOT[,R I,IS'I- MAINTENANCE PURPOSES

I. PARTIES.

The parties to this Systematic Alien Verification for Entitlemcnts (SAVE) Memorandum of
Agreement (MOA) are the Departmcnt of Ilomeland Security, U.S. Citizcnship and Immigration
Services (DIIS-USCIS), and the Wyoming Secretary of State (Uscr Agcncy).

The authorities goveming this MOA includc, but arc not limitcd to. thc following:

Immigration Reform and Control Act of 1986, Pub. L. No. 99-603, 100 Stat. 3359, as

amended.

Personal Rcsponsibility and Work Oppornrnity Reconciliation Act of 1996, Pub. L. No
104-193, 1i0 Stat. 2105, as amendcd.

Section 642 of Div. C, Title VI of the Illegal Immigration Reform and Immigrant
Responsibility Act of 1996, Pub. L. No. 104-208, I l0 Stat. 3009, as amended (8 U.S.C.

$ 1373(c)).

The Privacy Act of 1974,5 U.S.C. $ 552a, as amcnded

The Inter-Govemmental Cooperation Act, 3 I U.S.C. $ 6501 , ct seq., as amended.

The Federal Information Securiry Management Act of 2014 (Pub. L. 113-283),as
amended.

National Voter Registration Act of 1993, 52 U.S.C. $ 20501 , Pub. L. No. 103-3 I , 107

Stat. 77. as amended.

Hclp America Vote Act of 2002,52 U.S.C. $ 20901, Pub. L. No. 107-252, $ 303, 116

Stat. 1666, as amended.

Additionally, the authoritics govcming this MOA that arc spccific to this Uscr Agency's request

to use SAVIi, include but are not limitcd to thc following:

Wyoming Constitution, Art. 6, Section 2

II. AUTHORITY.



wyoming statutes, Title22, $s 1-102, 2-103,3-102,3-104, 3-105, 3-116

Pursuant to the requirements of the Office of Management and Budget (OMB) Circular A-97,
which establishes the President's guidelines for implementing the Intergovemmental
Cooperation Act, 3 1 U.S.C. $ 650 l, et seq., as amended, the User Agency certifies that it cannot
procure the citizenship information and immigration status information verification seruices
requested pursuant to this MOA reasonably and expeditiously through ordinary business
channels.

III. PURPOSE.

The purpose of this MOA is to cstablish thc tcms and conditions for thc User Agcncy's
participation in SAVE to veriI the citizenship and immigration status information of noncitizen,
U.S.-bom U.S. citizen, and naturalized or acquired U.S. citizen registrants and registered voters
within User Agency's jurisdiction for voter registration and voter list maintenance (benefit)
in the State of Wyoming. I

SAVE verifies User Agency-provided information against DIIS-accessed immigration and
citizenship records. SAVE can only verifu acquired U.S. citizcns in certain situations.2

SAVII rvill providc information to tlic Uscr Agcncy by

1) initial rcsponsc (initial verification) to an onJinc inquiry by the User Agency; and

2) Additional verification procedures, where applicablc.

IV. RESPONSIBILITIES.

A. DHS-USCIS agrees to:

(1) Provide to the User Agency, in a manner determined by DHS-USCIS, an immigration status

and citizenship information verification system under SAVE;

(2) Respond to properly submitted verification requests from the Uscr Agency by providing the
limited information noted in the PURPOSE section above, i.e., a verification case numbcr and

U.S. citizenship or immigration status, if any;

I "Participation" in SAVE is as dcscribed in the DHS,USCIS/SAVE Privacy Impact Assessment - 006. Sce

stematic Alicn Verification for Entitlements dh
2 "Acquired citizenship" is defined as citizcnship conveyed to children through the naturalization ofparents or,
under certain circumstances, at birth to foreign-bom children of U.S. citizens, provided certain conditions are met.
SAVE is only able to verifu information that relates to information found in the databascs accessed by the system.
Accordingly, if an individual with acquired citizenship status has not applied for a Certificatc of Citizenship with
USCIS, the agency may not have that individual's citizenship status in its databases, and SAVE may not be able to

confim that individual's acquired citizenship slatus.
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(3) Process and respond to properly submitted additional verification rcquestsl from the User
Agency. Response time to additional verification requests may vary depending upon DHS-
USCIS workload, available resources, and thc registrant's or rcgistercd voter's specific
circumstances;

(5) Provide to the User Agency SAVE point of contact information for questions or problems
regarding the User Agency's participation in SAVE;

(6) Provide access to training and information regarding thc laws, policies, and procedures that
govem verifuing, safeguarding, using, maintaining, and disclosing ccrtain citizenship and
immigration status information;

(7) Provide the User Agency access to additional vcrification proccsscs,

(8) Recover no more than its actual costs. SAVE transaction charges arc found on the SAVE
website. SAVE transaction charges and methods ofpayment arc subjcct to change upon prior
written notification to thc Uscr Agcncy;

(9) Bill and collect reimbursements for SAVE usage by submitting invoiccs to the User
Agency's payment office at the addrcss specified in writing by the Uscr Agency, with a copy
fumished to the User Agency POC. DHS-USCIS may submit invoiccs whcn thc work is

completed or as otherwise authorized. Thc Uscr Agency's I Iigh Lcvcl ldentificr, tax
idcntification numbcr, and associatcd dollar amounts will bc rcfcrcnced on all invoices; and

(10) Promptly initiatc ycar-cnd and closcout adjustmcnts oncc final costs arc known

B. User Agency agrees to:

(l) SAVE System Use

(a) Provide the necessary information in the manner SAVE requires to respond to User Agency
requests for verification of immigration status or citizenship information, including:

. one or more citizenship or immigration enumerators (for example, Alien Registration
NumberfuSCIS Numbcr, Certificate of Naturalization Numbcr, or Certificate of
Citizenship Number); or

o Social Security Numbcr; and

. first and last name; and

. date of birth.

I *Additional verification" is as dcscribed in the DHS/USCIS/SAVII Privacy Impact Assessmcnt - 006. See

Systematic Alien Verification for Entitlements (SAVE) Progranr I Homelaldseelllly 1dh .
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(4) Provide to the User Agency operating instructions necessary for the User Agency to
designate users within the purview of the User Agency;



User Agency must institute additional vcnfication when required by SAVE for any registrant or
registered voter that does not verify as a citizen on initial verification, including in all cases
whcre the User Agency receivcs any SAVE, response other than that ofcitizen. If the Uscr
Agency does not institutc additional verification and SAVE does not veri$ the registrant or
registered voter as a citizen after conducting additional verification, the User Agency must
contact the registrant or registered voter to obtain proof of citizenship, ifnecessary under the
circumstances to fulfill thc purpose of this MOA and in accordance with the provisions of this
MOA and Fedcral and State law.

Uscr Agcncy consents to clectronic-only submission ofall verification requests and additional
information, including all information submitted for SAVE additional verification. SAVE will
reject non-electronic (i.e., paper or fax) verification requests and information submissions.

(b) Ensure and report to DlIS-USCIS that, beforc using SAVE and whcncver subsequently
rcquired by DIIS-USCIS (c.g., for SAVE system enhancements), all users performing
verification proccdures complctc SAVIi-rcquired training, including: rcvicwing thc SAVII
Program Guide, taking tlrc latest version of SAVII rutoriat(s), and maintaining a working
knowlcdgc of requircmcnts contained therein and in this MOA, as updated. Thcsc instructional
materials will addrcss thc policies and procedures goveming use ofthe program, including (l)
program access, (2) vcrification proccdures, (3) disclosure of information and pnvacy
protections, (4) non-discrimination rcquirements, and (5) records cor-rection procedures for
rcgistrants and rcgistcred votcrs;

(c) Ensure users arc provided with, maintain, and use SAVE User IDs and access SAVE only
while they need to pcrform verification procedures and promptly terminate user access as

rcquested by SAVE, if the user separates from the User Agency, or otherwise no longcr needs

SAVE access;

(d) Ensure all users pcrforming verification procedures only use SAVE with respect to
verification of registrant or registered voter citizenship information or immigration status

information for the specified benefit and comply with all other requiremcnts contained in the
SAVIi Program Guide and othcr SAVE guidance, the SAVE tutorial, and this MOA, and updates

to these requirements;

(e) Ensure that all Users pcrforming verification procedures have contact information for SAVE
and DHS-USCIS;

(f) Ensure all users perform any additional verification procedures SAVE requires and,/or thc
registrant or registered voter rcquests after the User Agency initiates a verification request;

(g) Use any information providcd by DHS-USCIS undcr this MOA solely for lawful purposcs,

namcly thc purposc above of verifying citizenship information and immigration status

information of noncitizen, U.S.-bom U.S. citizen, and naturalized or acquired U.S. citizcn
rcgistrants and registercd votcrs within User Agency's jurisdiction for determining eligibility for
voter registration in the State of Wyoming, and limit use of such information in accordancc with
this and all othcr provisions of this MOA;
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(h) Comply with the requirements of the Federal Information Securiry Management Act of 2014
(Pub. L. I l3-283) and OMB guidance as applicable to access, electronic stomge, transport of
records between agencies, and the intemal processing ofrecords received by either agency under
the terms of this MOA;

(i) Maintain physical, administrative and technical safeguards for SAVE information and acccss
methods to ensure that it is not used for any other purposc than described in this MOA and
protect its confidentiality, including cnsuring that it is not disclosed to any unauthorizcd
person(s) without the prior written consent of DIIS-USCIS;a

() Comply with the Privacy Act of 1974, 5 U.S.C. $ 552a, as amcnded, and other applicable
laws, rcgulations, and policies, including but not limited to all OMB and DHS privacy guidancc,
in conducting verification procedures pursuant to this MOA, and in safeguarding, maintaining.
and disclosing any data provided or received pursuant to thc MOA. information shared as a

result of this MOA shall be considered DI{S-USCIS infbrmation. Responses to third party
rcqucsts for such information should be consistent with federal law and DHS policy, including
but not limited to the provisions of the Freedom of Information Act, 5 U.S.C. $ 552;

(k) Comply with federal laws prohibiting discrimination against registrants or registered voters
and discriminatory use of SAVE based upon thc national origin, color, race, scx, rcligion, agc or
disability ofthe registrant or registered voter, including but not limited to the Nationa[ Voter
Rcgistration Act, 52 U.S.C. $ 2050i et seq., as amendcd; thc Help Amcrica Votc Act, 52 U.S.C.

$ 20901, as amended; the Voting Rights Act, 52 U.S.C. $ 10301 et seq., as amended; and thc
Civil Rights Act, 52 U.S.C. $ 10101 et seq., as amended. In accordance with the Rehabilitation
Act of 1973, as amended, and related agency implcmcnting regulations, User Agency will
provide rcasonable modifications for individuals with disabilitics to cnsurc effectivc
communication;

(l) Comply with the requirements of Executive Ordcr 13166 ("Improving Access to Services for
Pcrsons with Limited English Proficiency," 65 L'ed. Reg. 50,121 (Aug. 16,2000)), to take
reasonable steps to provide limited English proficicncy (LEP) persons interacting with their
respectivc agency with meaningful acccss to federally conducted programs and activities,
including services and benefits, in accordance with LEP guidance set forth by the U.S.
Department ofJustice and any other applicable authorities;

(m) Provide written notice to registrants and rcgistcred voters that any information they provide
may bc subjcct to verification. User Agency will inform in writing each registrant or registcred
voter covercd by this Agreemcnt that their citizcnship or immigration status may be verified
against federal immigration records;

4 
Each registrant or registered voter seeking access to information rcgarding themselfmay do so by submitting a written signed

rcqucst to DIIS-USCIS. lnstructions for submitting such requests may bc found on the Freedom oflnformation/Privacy Act page

of www.uscis.gov.
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(n) Provide all registrants or registered voters who are not verified as citizens based solely or in
part on the SAVE response with the opportr-rnity to use the User Agency's existing process to
appeal the denial and to contact DHS-USCIS to correct their records prior to a final decision, if
necessary; and

(o) Provide or cause to bc providcd to all individuals with respect to whom User Agency or
another agency intends to deny registration or proceed with any action rcmoving or limiting the
right to vote ofan individual from the official list ofregistered voters, or with civil or criminal
enforcement action, bccause or based in whole or in part upon any information received pursuant
to this MOA, with any right to notice and hearing or other due process available under Wyoming
or other applicable law;

(p) Refiain from using SAVE, or assisting any person or entity, to comply with thc employment
etigibility verification rcquirements of section 274A of the Immigration and Nationality Act, 8
U.S.C. $ 1324a.

(2) Monitoring and Comnliancc

(a) Providc DIIS-USCIS with the current e-mail, U.S. postal service address, physical address,
name, and tclcpl.ronc numbcr of thc Uscr Agency authorized representative for any notifications,
qucstions or problcms that may arise in connection with thc Uscr Agency's participation in
SAVB and with notification of changcs in the use of SAVE by the User Agency;

(b) Notify DHS-USCIS immediately whenever there is reason to believe a violation of this MOA
has occurrcd;

(c) Notify DIIS-USCIS immcdiatcly whenever there is reason to believe a breach of personally
identifiable information has occurred as a result ofUser Agency action or inaction pursuant to
OMB Memorandum M-17-12, "Preparing for and Responding to a Breach of Personally
Identifiable Information" or successor guidance;

(d) Altow DHS-USCIS to monitor and review all records and documents related to the use,

abuse, misuse, fraudulcnt use or improper use of SAVE by the User Agency, including, but not
limited to original registrant or registered votcr consent documents required by thc Privacy Act,
5 U.S.C. $ 552a or other applicable authority;

(e) Allow DIIS-USCIS to conduct dcsk audits and/or site visits to review User Agency's
compliance with this MOA and all other SAVE-related policies, procedures, guidance and laws
applicable to conducting vcrification and safcguarding, maintaining, and disclosing any data
provided or received pursuant to this MOA;

(I) Allow DHS-USCIS to perform audits of User Agency's user IDs use and acccss, SAVE
Training Records, SAVD financial records, SAVE biographical information, systcm profiles and
usage pattems and other rclevant data;
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(g) Allow DI{S-USCN to interview any and all User Agency SAVE system users and any and
all contact persons or other personnel within the User Agency regarding any and all questions or
problems which may arisc in connection with the Uscr Agency's pa(icipation in SAVE;

(h) Allow DHS-USCIS to monitor system access and usagc and to assist SAVB users as

necessary to ensure compliance with the terms of this MOA and SAVIi rcquirements by its
authorized agents or designees; and

(i) Take corrcctive measures in a timely manncr to addrcss all lawful rcquircmcnts and
recommendations on evcry written finding including, but not Iimitcd to, thosc of DIIS-USCIS
regarding waste, fraud, and abuse, and discrimination or any unauthorizcd usc or misuse ofthe
SAVE system or SAVE data, non-compliance with the tcrms, conditions and safeguards of this
MOA, SAVE procedures or othcr applicable law, regulation or policy.

(3) Reimbursement.

(a) The User Agency certifics that, cach fiscal year, it will obligate funds sufficicnt to reimburse
DHS-USCIS under a current appropriation for the coming year.

(b) Pay the transaction charges reflected on the SAVE website, which along with methods of
payment are subj ect to change upon prior written notification to the User Agcncy-

(c) Pay in full within 30 days of the invoice date. Thc User Agency will pay any applicable
sales, use, excise, and like taxes, where required by law, that are stated on each invoice.
Regardless of payment type, the User Agency will clearly indicate thc Uscr Agency High Level
Identifier with rcmittance; and

(d) Promptly discuss and resolvc issucs and qucstions with DIIS-USCIS regarding payments.
Delinquent payments shall be handled in accordance with the Debt Collection and Improvement
Actof 1996,31U.S.C. $ 3701. Interest on all unpaid balances shall bc chargcd at the rate of the
current value offunds to the United States Trcasury cffcctivc on thc date of thc invoice. The rate
is the Treasury tax and loan rate. It is publishcd annually or quartcrly by the Secrctary ofthc
Treasury in the Federal Register and the Treasury F-iscal Rcquircmcnts Manual Bulletins.
Ilandling charges will accrue at monthly rates of $5.00 for each of the first two months of
delinquency and $10.00 for each month thcreafter. In addition to intcrest and handling charges,
if DHS-USCIS does not receive paymcnt within 90 days ofthe invoice,6To pcr annum additional
interest will be assessed. Charges will be computed from the datc of thc invoicc and will accruc
monthly with the applicable interest and handling chargcs. In thc casc ofany late payment, the
amount received will be applied in this sequcncc: (l) to any accrucd penalty and handling
chargcs: (2) to any accrucd intcrest; and (3) to outstanding principal. Failurc to timely pay may
result in suspcnsion or tcrmination of scrviccs.

V. POINTS OF CONTACT.

USCIS SAVE
U.S. Citizenship and Immigration Scrviccs
Depanment of I Iomeland Sccurity
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Attn: SAVE Operations
5900 Capital Gatcway Drive, Mail Stop 2620
Camp Springs, MD 20588-0009
Phone: (877) 469-2563
E-mail: SAVEregistration@uscis.dhs.gov

UST]R AGENCY
Paul Raines
Assistant Director of Illections
Ilerschler Building East
122 w 25'h St. Suites I 00 and 101

Cheyenne, WY 82002
(307) 777-7186
Paul.raines@wyo.gov

VI. OTHER PROVISIONS.

[]. l)eterminins Bencfit lrligibitity. This MOA is limired to the provision of verifi cation
scrvices. DHS-USCIS will verify limited citizcnship and immigration status information but will
not recommend to the Uscr Agency whethcr to issuc the benefit. The DI IS-USCIS response is

not intended to bc, and should not be construed as, an opinion on the part of DHS-USCIS or the
United States regarding any right or benefit under any program administcred by the User
Agency. The User Agency has the responsibility to determine the registrant's or registered
voter's eligibility for the benefit.

(l) DIIS-USCIS reserves the right to use information from the User Agency for any purpose
pcrmitted by law, including, but not limitcd to, the prosecution of violations of irederal
administralive or criminal law.

(2) The User Agency acknowledges that the information it receives from DIIS-USCIS is
govemed by the Privacy Act of 19'/4,5 U.S.C. Section 552a(i)(1), and that any person who
obtains this information under false pretenses or uscs it for any purpose othcr than as provided
for in this MOA may bc subject to criminal penalties.
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A. MOA Responsibilitics. Consistent with applicable laws, regulations, and policies, and the
availability of User Agcncy resources, User Agency will commit personncl and resources
sufficient to support this MOA. Only authorized cmployees, agents, or dcsignces of DHS-USCIS
and the User Agency will cary out the requiremcnts of this MOA. In carrying out these
rcsponsibilities, thcy will operate within the scopc of applicable regulations, spccihcally
delegated authoritics, thc program authorities and funding limitations and terms and conditions
of this MOA. The User Agency will also ensure that all local officials responsible for voter
rcgistration use information obtained from SAVE and provided by thc User Agency in
accordance with the terms and conditions of this MOA.

C. Crimina[ Penalties.



(l) Iiach party to this MOA shall be solely responsible for its own defense against any claim or
action by third parties arising out of or related to the execution and,/or performance of this MOA,
whether civiI or criminal, and retain responsibility for the payment ofany corresponding
liability.

(2) Nothing in this MOA is intended, or should be construed, to create any right or benefit,
substantivc or procedural, enforceablc at law by any third party against the United States, its
agencies, officers, or employees or the User Agcncy.

ll. Dis utcs . Disagrcements on the interprctation of thc provisions of this MOA that cannot bc
rcsolved bctween SAVE and the User Agency point ofcontact should be provided in writing to
the authorizcd officials at both agencies for resolution. If settlement cannot be reached at this
level, the disagreement will be elevated to the next level in accordance with DHS-USCIS
procedurcs for final resolution.

F. Conflicts. This MOA constitutes thc fult MOA on this subject between DHS-USCIS and the
Uscr Agency. Any inconsistency or conflict bctwcen or among thc provisions of this MOA will
be rcsolved in the following order ofprecedcnce: (1) this MOA and (2) other documents
incorporated by reference in this MOA (e.g., transaction chargcs).

G. Scvcrabilrty. Nothing in this MOA is intended to conflict with curent law or regulation or
thc dircctivcs of DHS, DHS-USCIS, or the Uscr Agcncy. If a term of this MOA is inconsistcnt
with such authority, then that term shall be invalid but, to the extent allowable, the remaining
tcrms and conditions of this MOA shall remain in full force and effect. In the event of a conflict
that prcvents either party from fulfilling its obligations, this MOA may be immediately cancclcd
without providing the 30-day notice period referenccd in Section IX.

I I. Assisnmcnt. The User Agency may not assign this MOA, nor may it assign any of its rights
or obligations under this MOA. To the extent allowablc by law, this MOA shatl inure to the

bcnefit of, and be binding upon, any succcssors to DIIS-USCIS and the User Agency without
rcstriction.

I. Waiver. No waiver by either party of any breach of any provision of this MOA shall constitutc
a waiver of any othcr breach. Failurc of cithcr party to cnforce at any time, or from timc to time,
any provision of this MOA shall not be construcd to bc a waiver thereof.

J. Com cc with ther Laws Nothing in this MOA is intcnded or should be construed toli
limit or affect the duties, responsibilities, and rights ofthe User Agency under the National Votcr
Rcgistration Act, 52 U.S.C. $ 20501 et seq., as amcnded; the Ilelp America Vote Act, 52 U.S.C.

$ 20901 et seq., as amended; the Voting Rights Act, 52 U.S.C- $ 10301 et seq., as amcndcd; thc
Civil Rights Act, 52 U.S.C. $ 10101 et seq., as amcndcd; and all applicable state law.
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VII. EFFEC'I'IVE DATE.

D. Third Party LiabiliW.



This MOA shall bc effective when the DI{S-USCIS authorizcd official and User Agency
authorized official have both signed thc MOA. This MOA shall continue in effcct until and
unless modified or terminated in accordance with the provisions of this MOA.

VIII. MODIFICATION.

B. DHS-USCIS may accomplish unilatcral administrative modifications to revise transaction
charges and methods of payment, effective upon prior written notif'rcation to the Uscr Agcncy.
Iiithcr party may accomplish a unilateral administrative modification to change POC
information. A written bilateral modification (i.e., agreed to and signcd by authorized officials of
both partics) is required to change any other tcrm of this MOA.

IX. TERMINATION.

Eithcr party may tcrminate this MOA at any time by providing 30 days written notice of intent.
DHS-USCIS and User Agency, when fcasible, will consult with thc other parry and attempt to
reconcile issues before tcrminating this MOA. Notwithstanding any other provision in thc
MOA, DIIS-USCIS may suspend or terminate this MOA, and thereby the Agency's usc of
SAVE for voter registration and voter list maintenancc purposes, without prior notice if deemcd
necessary because of a requirement of law or policy, upon a determination by DIIS-USCIS that
therc has been a breach ofsystem integrity or security by thc User Agency or a failure by the
User Agency to comply with established procedures or legal requircments, including but not
limited to f'ailurc to pay.

Written notices shall be sent to the addresses of the POCs listed hcrcin and shall bc effective
upon receipt. Either party may change its POC by written notice to the other party.

Thc foregoing, in conjunction with the incorporated rcferences, constitutes the fulI agreemcnt on
this subject between DIIS-USCIS and the User Agency. This MOA supersedes all previous
agreements goveming the provision ofverification services related to votcr registration and voter
list maintenance. Those agreements are explicitly acknowledged to be null and void.
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A. This MOA is subject to periodic revicw by DHS-USCIS, its authorized agcnts or designees,
and, if necessary, periodic modification and,/or renewal to assure compliance with current law,
policy, and standard opcrating procedure(s). This MOA constitutes the completc MOA between
the parties for its stated purpose, and no modification or addition will be valid unless entcred into
by mutual consent ofboth parties evidenced in writing and signed by both parties and appended
to this agrcement.



The undersigned represent that thcy are authorized to enter into this MOA on behalfofDIIS-
USCIS and the User Agency, respcctively.

Brian J. Broderick
Chief (Acting), Verification Division
U.S. Citizenship and Immigration Services
Department of Homeland Security

Date

hu Gray
ecretary of State

Wyoming Secretary of State's Office
State of Wyoming

07/ol tb{
Date
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